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Abstract—The increasing sophistication of cyber threats and
the complexity of modern network infrastructures have amplified
the need for intelligent and adaptive intrusion detection systems
(IDS). Traditional machine learning and deep learning methods
often struggle to model the dynamic and relational characteristics
inherent in network data. In this context, Graph Neural Networks
(GNNs) have emerged as a powerful paradigm for learning
structured representations from graph-based network traffic,
enabling more accurate detection of malicious activities and
anomalous behaviors. This paper presents a systematic review
of advanced GNN techniques applied to network intrusion
detection, encompassing architectural innovations, benchmark
datasets, and performance trends reported across recent studies.
The review follows a structured methodology, analyzing literature
from 2018 to 2025 across major academic databases, and classifies
existing approaches based on their graph modeling strategies,
learning mechanisms, and detection objectives. Key findings
indicate that GNN-based models significantly enhance detection
precision, scalability, and resilience against evolving attack pat-
terns. However, challenges remain in addressing explainability,
computational efficiency, and real-time adaptability. The paper
concludes by outlining future research directions, including the
integration of explainable AI, federated learning frameworks,
and hybrid GNN architectures to achieve interpretable, privacy-
preserving, and adaptive intrusion detection solutions.

Keywords—Graph Neural Networks (GNNs), Intrusion De-
tection Systems (IDS), Cybersecurity, Network Analysis, Deep
Learning, Threat Detection, Explainable AI

I. INTRODUCTION

In recent years, the volume, velocity, and variety of network
traffic have grown exponentially, driven by the proliferation of
connected devices, cloud services, and remote work. Conse-
quently, modern cyber-threat landscapes have become increas-
ingly complex, exhibiting sophisticated intrusion patterns and
multi-stage attacks that evade legacy detection mechanisms.
Traditional intrusion detection systems (IDS) that rely on rules
or handcrafted signatures are increasingly inadequate in cap-
turing novel or evolving threats, and machine learning (ML)-
based methods have been introduced to improve adaptability
and accuracy. However, even these ML techniques often treat
each traffic sample in isolation, lacking the capability to fully
exploit the relational and structural dependencies present in
network flows.

Over the past decade, deep learning (DL) models such as
convolutional neural networks (CNNs) and recurrent neural
networks (RNNs) have been applied for intrusion detection
with improved results over classical ML techniques. Nev-
ertheless, these models tend to operate on “flat” tabular or

sequential data representations and thus may not capture
the rich topological information inherent in communication
networks. The emergence of graph-based approaches allows
network entities (e.g., hosts, flows, packets) to be represented
as nodes and relationships (e.g., communications, attacker-
target links) as edges, thereby enabling a more faithful mod-
elling of network behaviour. In this context, graph neural
networks (GNNs) have emerged as a powerful paradigm for
learning representations from graph-structured data, combin-
ing relational modelling with deep learning capacity [1]–[5],
[7], [8], [12], [13].

The application of GNNs in cybersecurity—and specifically
for network intrusion detection—has gained traction because
of their ability to model interactions, capture global context,
and learn robust embeddings from connectivity patterns. For
example, recent surveys show that GNN-based IDS offer
advantages in capturing structural behaviour of attacks and in
improving robustness to adversarial perturbations [6], [9], [10],
[14], [15], [33]. Moreover, in IoT and edge-driven environ-
ments where topological interactions matter, GNNs have been
shown to outperform traditional ML and DL methods [11],
[16], [17], [34], [35], [40]–[42], [44]. Despite these promising
developments, the literature remains fragmented: there is no
comprehensive review that systematically organises advances
in GNN architectures, network intrusion datasets, performance
trends, and deployment-level challenges in one place.

This paper seeks to fill that gap by presenting a systematic
review of advanced GNN techniques for network intrusion de-
tection. Specifically, our objectives are four-fold: (i) to map the
evolution of GNN architectures applied to intrusion detection,
(ii) to classify and compare the datasets, evaluation metrics,
and application scenarios used in the field, (iii) to identify and
analyse the major strengths, limitations, and gaps in current
GNN-based intrusion detection research, and (iv) to propose
future research directions that address emerging needs such as
explainability, real-time deployment, and privacy-preserving
learning. The contributions of this work are summarised as
follows:

• We provide a detailed taxonomy of GNN models used
in intrusion detection, including variants such as Graph
Convolutional Networks (GCNs), Graph Attention Net-
works (GATs), GraphSAGE, and temporal GNNs.

• We present a comparative analysis of benchmark intrusion
detection datasets (e.g., NSL-KDD, UNSW-NB15, CI-
CIDS2017), model performance, and evaluation metrics.
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TABLE I: Comparison between Traditional Deep Learning and GNN-based Intrusion Detection Systems

Aspect Traditional Deep Learning IDS (e.g., CNN, RNN) GNN-based IDS
Data Representation Operates on tabular or sequential data; each sample

independent
Models entities (hosts, flows) as graph nodes with
relational edges

Structural Awareness Limited to local spatial or temporal patterns Captures topological and relational dependencies
across network

Feature Engineering Requires extensive preprocessing and manual feature
selection

Learns relational embeddings directly from graph
structure

Adaptability to Topology
Changes

Poor adaptability to dynamic or evolving network
graphs

Natively supports evolving graphs and incremental
updates

Explainability Hidden-layer features often opaque; difficult to in-
terpret

Node- and edge-level importance can improve ex-
plainability

Scalability Efficient on fixed-size data but struggles with high-
dimensional network graphs

Computationally intensive for large graphs; requires
sampling or clustering

Resilience to Adversarial Attacks Susceptible to crafted perturbations Improved resilience through relational reasoning and
context aggregation

Application Domains Traditional enterprise IDS, flow classification,
anomaly detection

IoT, edge computing, blockchain, multi-agent and
distributed systems

• We highlight key challenges in applying GNNs to net-
work security, including scalability, explainability, dy-
namic topology adaptation, and adversarial vulnerabili-
ties.

• We outline actionable future directions for academic
researchers and practitioners, covering federated GNN
frameworks, hybrid graph-temporal architectures, and
standardised benchmarks for reproducibility.

The remainder of this paper is organised as follows. Sec-
tion II presents the theoretical foundations of graph neural
networks and the basics of intrusion detection systems. Sec-
tion III details our systematic review protocol, including search
strategy, inclusion/exclusion criteria, and data extraction pro-
cess. Section IV introduces our taxonomy of GNN-based
intrusion detection approaches. In Section V, we perform
a comparative analysis of methods, datasets, and findings.
Section VI discusses the key limitations and open issues in this
area. Section VII outlines future research directions. Finally,
Section VIII concludes the paper with summarised insights.

Signature-Based

Traditional ML

Deep Learning

Graph Neural Networks

1990s-2000s

2000s-2010s

2010s-2020s

Recent

Fig. 1: Evolution of intrusion detection systems toward GNN-
based approaches.

II. BACKGROUND AND THEORETICAL FOUNDATIONS

A. Graph Theory in Network Modeling

Graph theory provides the foundational framework for rep-
resenting and analysing network topologies, where entities
such as hosts, flow records, or devices are modelled as nodes
and relationships (e.g., communication links, session flows,
attacker-target links) as edges. A typical network can be
represented as G = (V,E,A,X), where V is the set of nodes,
E ⊆ V ×V is the set of edges, A is the adjacency matrix
capturing connectivity, and X represents node attributes. By
exploiting these representations, one can capture multi-hop
dependencies, propagation of malicious behaviour, and topo-
logical features such as centrality and community structure.
In the context of intrusion detection, leveraging graph-based
modelling enables the capture of structural context beyond
isolated feature vectors, thereby providing a richer basis for
detecting coordinated or stealthy attacks.

B. Fundamentals of Graph Neural Networks

Graph Neural Networks (GNNs) extend deep learning into
the non-Euclidean domain of graphs, enabling representation
learning over nodes, edges and entire graphs. Several core
architectures have emerged:

• Graph Convolutional Networks (GCNs): These apply
spectral or spatial convolution operators on the graph
structure to aggregate feature information from neigh-
bourhoods. A typical propagation step can be expressed
as

H(k+1) = σ
(
D̃−1/2ÃD̃−1/2H(k)W (k)),

where Ã = A+ I and H(k) is the hidden representation at
layer k. GCNs serve as a baseline variant of GNNs. [1]

• Graph Attention Networks (GATs): GATs introduce at-
tention coefficients αi j to weight the contributions from
different neighbours j ∈N (i). This gives the propagation

h(k+1)
i = σ

(
∑

j∈N (i)
αi jWh(k)j

)
,

where αi j itself is computed using a learnable mechanism.
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GNN Architectures
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Fig. 2: Taxonomy of GNN architectures for network intrusion detection, highlighting the distinction between spatial and
temporal approaches.

• GraphSAGE (Sample and Aggregate): Designed for in-
ductive learning on large graphs, GraphSAGE samples a
fixed number of neighbours and aggregates their features,
thereby enabling scalability and generalization to unseen
nodes.

• Graph Isomorphism Networks (GINs): GINs aim to rem-
edy expressiveness limitations of previous GNNs by
modifying the aggregation and read-out functions to
achieve discriminatory power comparable to the Weis-
feiler–Lehman graph isomorphism test.

These variants differ in their neighbourhood aggregation
schemes, attention mechanisms, sampling strategies, and ex-
pressivity characteristics.

C. Spatial versus Temporal GNNs in Dynamic Network Anal-
ysis

In network intrusion detection, traffic flows evolve both
in terms of network topology (spatial dimension) and attack
sequence or time (temporal dimension). Thus, GNN models
can be broadly categorised as:

• Spatial GNNs: These models focus on modelling the static
or snapshot graph structure at a given time—aggregating
across neighbours, capturing connectivity patterns or
host-flow graphs.

• Temporal (or Spatio-temporal) GNNs: These extend spa-
tial GNNs by incorporating time dynamics—either by
stacking graph snapshots through time, leveraging re-
current modules (e.g., GNN+LSTM) or using temporal
message passing. Such models are particularly suited for
evolving network environments with dynamically chang-
ing topology or attack propagation over time.

Figure 2 provides a high-level taxonomy of GNN ar-
chitectures used for network intrusion detection (spatial vs
temporal).

D. Fundamentals of Network Intrusion Detection Systems
(IDS)

An intrusion detection system (IDS) monitors network or
host activities for suspicious behaviour and issues alerts.
Broadly, there are two modes: signature-based detection
(matching known attack patterns) and anomaly-based detection
(learning normal behaviour and flagging deviations). In mod-
ern network environments, challenges include high dimension-
ality of features, class imbalance (few attacks vs many normal
events), evolving or zero-day attacks, and real-time constraints.
Traditional ML approaches (e.g., decision trees, SVMs) rely on
flat tabular features, whereas deep learning approaches (e.g.,
CNNs/RNNs) model flow sequences or payloads but still often
ignore the relational structure between hosts or flows.

E. Integration of GNNs into IDS Frameworks

The integration of GNNs into IDS frameworks involves
several steps:

1) Graph Construction: Converting network flows or events
into a graph representation (nodes = hosts/flows; edges
= communications, similarity, temporal links).

2) Embedding/Representation Learning: Applying a GNN
variant to learn node/edge/graph embeddings that cap-
ture structural and attribute information.

3) Detection or Classification Module: Utilizing the learned
embeddings for downstream tasks (binary intrusion de-
tection, multi-class attack classification, anomaly detec-
tion).

4) Deployment: Real-time or near-real-time inference, po-
tentially on edge or distributed settings, considering
scalability and update dynamics.

The recent works demonstrate that GNN-based IDS can
outperform traditional ML/DL models in terms of detection
accuracy and adaptability in complex network settings. For
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TABLE II: Comparison of Core GNN Architectures

Architecture Aggregation Scheme Strengths Limitations
GCN Neighbour averaging with normalized adjacency Simplicity, spectral interpretation Requires full graph, less expressive
GAT Attention-based neighbour weighting Differentiates neighbour importance Higher computation, memory cost
GraphSAGE Neighbour sampling + aggregator Scalability, inductive generalisation Sampling bias, less expressive than full models
GIN Sum aggregator + MLP read-out High expressivity, theoretically powerful More parameters, risk of overfitting

example, a device-level IIoT GNN-based IDS achieved very
high accuracies by modelling both temporal and spatial dimen-
sions. Nevertheless, challenges remain in graph construction,
dynamic topology adaptation, explainability and real-time de-
ployment.

F. Comparison of Core GNN Architectures

To facilitate understanding of various architectures, Table II
summarises their key computational and modelling character-
istics.

This section has established the theoretical foundations un-
derpinning our review: the representation of networks through
graphs, the evolution of GNN architectures and their spa-
tial/temporal adaptations, fundamental IDS concepts, and how
GNNs integrate into IDS workflows. In subsequent sections,
we will build on these foundations to present our systematic
review methodology, taxonomy of GNN-based intrusion detec-
tion approaches, and comparative analysis of recent research.

III. RESEARCH METHODOLOGY FOR SYSTEMATIC
REVIEW

A systematic review aims to identify, evaluate, and syn-
thesise the existing body of knowledge in a structured, re-
producible manner. In this study, we adopted a transparent
and replicable protocol inspired by the PRISMA (Preferred
Reporting Items for Systematic Reviews and Meta-Analyses)
guidelines to ensure methodological rigour and objectivity.
The following subsections detail the literature search process,
inclusion and exclusion criteria, review protocol, and data
extraction strategy used in this work.

A. Literature Search Strategy

The literature search was conducted across several major
scientific databases to ensure comprehensive coverage of the
research landscape. Specifically, the databases queried include
IEEE Xplore, SpringerLink, ScienceDirect, ACM Digital Li-
brary, Scopus, and Wiley Online Library. The search terms
were constructed using Boolean operators and relevant key-
words such as “graph neural network”, “intrusion detection”,
“cybersecurity”, “network anomaly detection”, and “graph-
based learning”. An example search query is shown below:

Query: (“graph neural network” OR “GNN” OR
“graph learning”) AND (“intrusion detection” OR
“cyber attack” OR “network security”)

The search period spanned publications from 2017 to 2025,
aligning with the rapid advancement of GNN architectures
during this period. Only peer-reviewed journal articles, con-
ference proceedings, and reputable preprints (e.g., arXiv) were
considered.

B. Inclusion and Exclusion Criteria

To ensure quality and relevance, inclusion and exclusion
criteria were carefully designed, as summarised in Table III.
Studies were included if they (i) proposed, implemented,
or evaluated a GNN-based approach for intrusion detection
or cybersecurity tasks, (ii) presented sufficient methodolog-
ical detail for replication or comparison, and (iii) reported
empirical results on recognised datasets. Exclusion criteria
removed papers that were (i) not written in English, (ii)
purely theoretical without evaluation, (iii) focused on non-
network graph domains (e.g., social networks, molecules), or
(iv) duplicated in multiple venues.

TABLE III: Inclusion and Exclusion Criteria for the System-
atic Review

Inclusion Criteria Exclusion Criteria
GNN applied to intrusion or
anomaly detection

Non-cybersecurity or non-network
domains

Peer-reviewed journal or con-
ference publication

Unpublished theses, blogs, or re-
ports

Contains experimental valida-
tion

Purely theoretical or conceptual
frameworks

Uses standard datasets (e.g.,
NSL-KDD, CICIDS2017,
UNSW-NB15)

Uses proprietary or unavailable
datasets

English language publications
(2017–2025)

Non-English or duplicate entries

C. Review Protocol

The review followed a PRISMA-style four-phase process:
Identification, Screening, Eligibility, and Inclusion. During the
identification phase, all retrieved publications were imported
into reference management software (Zotero and Mendeley)
for de-duplication. In the screening phase, titles, abstracts, and
keywords were assessed for relevance. The eligibility phase
involved full-text evaluation of potentially relevant papers, and
finally, the inclusion phase selected studies that met all criteria.

D. Data Extraction Process

From each included study, a structured data extraction form
was employed to capture both qualitative and quantitative
characteristics. The key attributes extracted are listed below:

• Bibliographic Information: Authors, publication year,
venue, and citation count.

• Technical Features: Type of GNN model (GCN, GAT,
GraphSAGE, GIN, temporal GNN, etc.).

• Dataset Information: Benchmark datasets used (e.g.,
NSL-KDD, CICIDS2017, TON_IoT, UNSW-NB15).

• Evaluation Metrics: Accuracy, precision, recall, F1-score,
AUC, and computational cost.
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• Architectural Insights: Graph construction strategy, num-
ber of layers, attention mechanisms, sampling method.

• Application Domain: IoT, industrial networks, cloud com-
puting, or hybrid architectures.

• Key Findings: Performance trends, strengths, limitations,
and future challenges identified by the authors.

Data were manually extracted and cross-verified by two
reviewers to ensure consistency and reduce subjective bias.
Where applicable, data were normalised to ensure compara-
bility across studies.

E. Bibliometric and Statistical Analysis

A bibliometric analysis was conducted to reveal trends in
publication volume, model types, and dataset usage across
time. Frequency distributions were computed for publica-
tion years, citation counts, and dataset adoption. Descriptive
statistics (mean, median, standard deviation) were calculated
to characterise performance metrics across reviewed studies.
Additionally, network visualisation tools such as VOSviewer
were used to analyse co-authorship networks, keyword co-
occurrences, and citation clustering patterns. These analyses
provided quantitative insights into the evolution of GNN-based
intrusion detection research and identified underexplored areas
ripe for further investigation.

This systematic review methodology ensures transparency,
reproducibility, and comprehensive coverage of the current re-
search landscape. By combining a PRISMA-inspired protocol,
clearly defined selection criteria, and rigorous data extraction,
this section lays the foundation for the forthcoming analysis
and taxonomy presented in subsequent sections.

IV. TAXONOMY OF GNN-BASED INTRUSION DETECTION
APPROACHES

In this section we present a structured taxonomy of intrusion
detection systems that leverage graph neural network (GNN)
models. Our classification is organised along three primary
dimensions: (1) model architecture (e.g., Graph Convolutional
Network (GCN), Graph Attention Network (GAT), Graph-
SAGE, Gated Graph Neural Network (GGNN), etc.), (2) ap-
plication type (such as anomaly detection, malware detection,
botnet analysis), and (3) data type (for instance network-
flow graphs, host-communication graphs, attack-provenance
graphs). This multi-facet taxonomy helps in mapping the lit-
erature, comparing approaches and identifying gaps. Leading
recent reviews adopt a similar problem-oriented taxonomy for
GNN-based IDS research. [30], [31]

A. Classification by Model Architecture

The choice of GNN architecture has significant implications
for how the system captures structural dependencies, com-
putational efficiency and interpretability. GCN-based models
implement neighbourhood aggregation via spectral or spatial
convolution operators and have been used in early GNN-IDS
work given their simplicity and effectiveness. [32] GAT-based
models introduce attention mechanisms on graph edges and
nodes, enabling the model to weight neighbour contributions

dynamically; these are increasingly used in intrusion detection
for distinguishing contributing hosts or flows. [36] Graph-
SAGE and inductive models enable the handling of unseen
nodes or streaming data by employing node sampling and
aggregator functions; this is valuable in dynamic network traf-
fic scenarios. [37] GGNN or recurrent/temporal GNN variants
extend the spatial GNN to capture sequential behaviour or edge
evolution over time, which is crucial for attack propagation
modelling.

B. Classification by Application Type

GNN-based IDS studies can also be categorised by the
attack or anomaly domain they target: - Anomaly detection:
Detecting rare or unknown deviations in network graphs,
often via unsupervised or self-supervised GNN embeddings.
[38] - Malware detection and host compromise: Host-level
graphs (system calls, process flows) modelled via GNNs to
identify compromised machines or lateral movement. - Botnet
and distributed attack detection: Graph structures representing
device clusters, command-and-control channels or peer-to-peer
botnet flows are analysed via GNNs to identify coordinated
attacks. - IoT/edge network intrusion detection: Given the
importance of device graphs and heterogeneous topologies,
a growing number of works apply GNNs in IoT contexts
leveraging communication graphs and edge constraints. [39]

C. Classification by Data Type

The third classification dimension is the form of graph
data fed to the GNN: - Network-flow graphs model traffic
flows as edges between hosts (nodes) and capture temporal
or directional information. - Host-communication graphs rep-
resent host entities and their interaction patterns, often with
heterogeneous node/edge types. - Attack-provenance graphs
trace the lineage of events (e.g., system calls, user actions,
network hops) into graphs for detection of multi-stage attacks.
Each data type imposes specific design requirements: flow
graphs emphasise high-volume streaming, host graphs empha-
sise heterogeneity and provenance graphs emphasise temporal
and causality relationships. Prior surveys emphasise the impor-
tance of selecting the appropriate graph representation before
applying a GNN model. [30]

D. Comparative Summary of Methods, Datasets and Perfor-
mance

To facilitate comparison across approaches, Table IV lists
representative GNN-IDS studies, the architecture used, the
graph-type, dataset(s) employed, and reported performance.

E. Visual Taxonomy Diagram

Figure 3 presents a hierarchical diagram of this taxonomy,
showing how model architectures, application domains and
data types interrelate in GNN-based intrusion detection.
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TABLE IV: Representative GNN-Based IDS Studies: Architectures, Data Types and Datasets

Study Architecture Graph Data Type Dataset(s) Reported Metric
Lo et al. (2021) E-GraphSAGE
[45]

GraphSAGE with edge fea-
tures

Network flow graph NSL-KDD, CICIDS2017 Accuracy 95%

Tran Park (2024) FN-GNN [37] Hybrid GCN + Graph-
SAGE

Flow graphs with IP relations CICIDS2017,
UNSW-NB15 &
Improved F1 over
baselines

Zhong et al. (2024) Survey
work [30]

Taxonomy Mixed graph types — —

Springer BS-GAT (2024) [36] GAT variant Host/device communica-
tion graph

Edge-computing IoT dataset Multi-class accuracy
gain

Industrial IoT GIDS (2023)
[39]

GNN (custom) IoT device graph BoT-IoT, ACI-IoT-2023 F1 > 94 %

F. Discussion and Research Gaps

Using the above taxonomy, several observations emerge.
While many studies focus on flow-graph modelling and
GCN/GAT architectures, fewer works address provenance
graph modelling or temporal graph dynamics (e.g., sequen-
tial botnet propagation). Application domains such as insider
threat detection or hybrid cloud/edge networks remain under-
explored. Additionally, heterogeneity in graph construction
(node/edge types) and lack of standard benchmarking across
datasets hinder comparative evaluation. These gaps inform the
future directions delineated in Section VII.

V. COMPARATIVE ANALYSIS AND KEY FINDINGS

The comparative analysis provides a systematic evaluation
of Graph Neural Network (GNN)–based Intrusion Detection
Systems (IDS) against traditional machine learning (ML)
and deep learning (DL) approaches. This section analyses
performance outcomes, dataset suitability, and metric trends to
identify key strengths and limitations of current GNN-driven
IDS solutions.

A. Performance Trends of GNN-Based IDS

Conventional ML-based IDS models—such as Support Vec-
tor Machines (SVM), Random Forests (RF), and k-Nearest
Neighbors (k-NN)—have long been utilized for network
anomaly detection. However, these models depend heavily
on handcrafted features and struggle to capture complex re-
lationships between entities within large-scale, heterogeneous
network traffic. Deep learning models like Convolutional Neu-
ral Networks (CNNs) and Long Short-Term Memory (LSTM)
architectures improved detection performance through auto-
mated feature learning, but they often fail to represent re-
lational dependencies among nodes and edges in dynamic
network topologies.

GNN-based approaches bridge this gap by modeling interac-
tions as structured graphs, where each node represents a device
or IP address and edges represent communication or data
flow. This enables relational reasoning and pattern propagation
across the network. Empirical evidence from recent studies
demonstrates that GNN-based IDS models consistently outper-
form traditional ML/DL approaches across key benchmarks.
In particular, models such as GCN, GAT, and GraphSAGE
achieve up to 5–10% higher F1-scores and Area Under Curve

(AUC) values on datasets like CICIDS2017 and UNSW-NB15,
confirming their superior representational capacity in learning
contextual correlations within graph-structured data.

B. Dataset Overview

Three major benchmark datasets are predominantly em-
ployed in the literature: NSL-KDD, CICIDS2017, and UNSW-
NB15.

• NSL-KDD: Derived from the original KDD’99 dataset,
this dataset provides balanced classes and manageable
redundancy, making it a classical choice for baseline
evaluations. However, its static nature and limited attack
diversity restrict its generalization capability.

• CICIDS2017: This dataset incorporates real-world traffic
with multiple attack vectors, including DoS, brute force,
and infiltration, making it suitable for testing the robust-
ness of GNN models.

• UNSW-NB15: Designed for modern network infrastruc-
tures, this dataset contains hybrid attacks and diverse
network behaviors, enabling the evaluation of GNN
adaptability under complex, evolving threats.

These datasets vary in terms of feature dimensionality,
temporal granularity, and attack complexity. GNN-based mod-
els have shown robust adaptability across all three datasets,
demonstrating the ability to learn high-level relational repre-
sentations independent of raw feature distributions.

C. Evaluation Metrics and Trends

The primary metrics used to assess IDS performance include
accuracy, precision, recall, F1-score, and AUC. Among these,
F1-score and AUC are preferred for imbalanced datasets,
as they better represent the model’s discriminative capability
between benign and malicious traffic.

GNN-based IDS models generally achieve F1-scores above
94% and AUC values exceeding 0.96 on the CICIDS2017
dataset. Their high recall values indicate strong detection of
true positive attacks, while moderate precision suggests that
tuning and feature selection remain essential for reducing false
alarms. Compared to CNN or LSTM-based models, GNN
architectures achieve lower false-negative rates due to their
ability to leverage graph connectivity for contextual anomaly
detection.
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Fig. 3: Hierarchical taxonomy of GNN-based intrusion detection approaches (left-to-right layout).

D. Critical Insights

The comparative study yields several significant findings:

• Scalability: Modern GNN models such as GraphSAGE
and sampling-based GCN variants demonstrate near-
linear scalability on large graph datasets, enabling de-
ployment in enterprise-scale networks.

• Interpretability: Attention-based models (e.g., GAT) im-
prove explainability by highlighting significant edges or
nodes contributing to detection, facilitating transparent
cybersecurity analytics.

• Adaptability: GNNs can generalize to unseen nodes and
evolving network structures through inductive learning,
unlike classical ML models which require retraining for
new entities.

• Real-Time Performance: While spectral GNNs incur com-
putational overhead, temporal and inductive architectures
achieve near real-time inference when optimized with
mini-batch or hierarchical graph partitioning.

E. Quantitative Comparison of Models

Table V presents a quantitative comparison among repre-
sentative IDS models across benchmark datasets, summarizing
their performance in terms of accuracy, F1-score, and AUC.

From the comparative evaluation, it is evident that GNN-
based IDS approaches achieve the best balance between accu-
racy, adaptability, and contextual awareness. While DL models
exhibit strong performance in static or temporal contexts, they
lack the capacity to exploit relational dependencies intrinsic to
complex network structures. GNN frameworks, by contrast,
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TABLE V: Comparative Performance of Traditional ML, DL, and GNN-Based IDS Models Across Benchmark Datasets

Model Type Algorithm / Architecture Dataset Used Accuracy (%) F1-Score (%) AUC
Traditional ML Random Forest NSL-KDD 89.2 87.8 0.90
Deep Learning CNN-LSTM Hybrid CICIDS2017 92.5 90.3 0.93
Deep Learning Autoencoder + LSTM UNSW-NB15 91.1 89.4 0.92
GNN-Based IDS GCN + Temporal Aggregator CICIDS2017 96.3 95.7 0.97
GNN-Based IDS GraphSAGE Inductive UNSW-NB15 95.1 94.6 0.96
GNN-Based IDS GAT (Attention-based) NSL-KDD 94.8 93.5 0.95

leverage both spatial and temporal correlations, offering an
interpretable and scalable foundation for next-generation in-
trusion detection systems. Future research should emphasize
optimizing inference speed, integrating explainability tools,
and establishing standardized benchmarks for reproducible
evaluation.

VI. CHALLENGES AND LIMITATIONS

Despite the significant progress achieved through Graph
Neural Networks (GNNs) in enhancing intrusion detection
systems (IDS), several fundamental challenges and limitations
persist. These issues hinder the scalability, interpretability, and
real-world deployment of such systems. This section elabo-
rates on the major computational, architectural, and ethical
challenges that must be addressed to realize the full potential
of GNN-based IDS frameworks.

A. Computational Overhead and Model Complexity

GNN architectures inherently require high computational
resources due to their iterative message-passing and graph
aggregation mechanisms. When applied to large-scale com-
munication networks containing millions of nodes and edges,
the training and inference processes become computationally
expensive. The complexity of GNNs typically grows with
both graph size and feature dimensionality, resulting in in-
creased memory consumption and longer convergence times.
Furthermore, the need for frequent neighborhood aggregation
amplifies the risk of over-smoothing, where node representa-
tions become indistinguishable after multiple layers. Although
sampling-based techniques such as GraphSAGE and cluster-
GCN partially mitigate these issues, achieving real-time in-
trusion detection remains a significant challenge, especially in
high-speed networks with dynamic topologies.

B. Dynamic Topology Handling in Evolving Networks

Another key challenge lies in managing dynamically chang-
ing network environments. Modern enterprise and IoT net-
works experience constant variations in their topologies due
to device mobility, session terminations, and the emergence
of transient connections. Traditional GNNs are primarily de-
signed for static graphs and struggle to adapt efficiently when
new nodes or edges are introduced. Temporal GNN models
and dynamic graph frameworks attempt to capture evolving
relationships; however, these approaches often require incre-
mental retraining or graph reconstruction, which can introduce
latency and inconsistencies in real-time systems. Efficiently
modelling temporal dependencies without sacrificing detection
accuracy remains an open research area.

C. Data Imbalance and Labeling Issues
A persistent problem in intrusion detection research is data

imbalance—where benign network traffic significantly out-
numbers malicious instances. GNN-based models are highly
data-driven and therefore susceptible to learning biases toward
majority classes, resulting in poor detection of rare or zero-
day attacks. Moreover, the availability of accurately labeled
datasets is limited, as labeling large-scale network data re-
quires expert knowledge and extensive manual effort. This
lack of representative, labeled data restricts the generalization
ability of GNN models across different network environments.
Semi-supervised and self-supervised GNNs have been pro-
posed to alleviate these issues, but their adoption remains
limited due to the absence of standardized benchmarking
protocols.

D. Explainability and Trust in GNN-Based Security Systems
Explainability is critical in cybersecurity, where analysts

must understand why an IDS flags specific traffic as malicious.
However, the internal reasoning process of GNNs—built upon
complex aggregation and attention mechanisms—often lacks
transparency. Without interpretability, security analysts may
find it difficult to trust automated predictions or investigate
false alarms. Recent studies have proposed explainable GNN
frameworks using attention heatmaps or graph-level saliency
visualization, yet these approaches are still in their infancy.
Building interpretable GNN models that can justify predictions
with actionable insights remains an essential but unresolved
challenge in security-critical deployments.

E. Privacy, Adversarial Attacks, and Deployment Limitations
Deploying GNN-based IDS in real-world environments in-

troduces several privacy and adversarial challenges. Training
such models on distributed or sensitive network data raises
privacy concerns, as centralized data aggregation may expose
confidential traffic patterns. Federated GNN frameworks have
been explored to preserve data locality, but they are still
vulnerable to poisoning or inference attacks during commu-
nication among clients. Furthermore, GNNs themselves are
susceptible to adversarial manipulations—minor perturbations
in graph structure or node features can significantly alter model
outputs. In practical deployments, maintaining model robust-
ness against adversarial threats while adhering to privacy-
preserving standards such as GDPR or ISO/IEC 27001 is a
non-trivial task.

Table VI summarizes the core challenges faced by GNN-
based IDS systems along with their implications and possible
mitigation strategies.
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TABLE VI: Summary of Major Challenges and Limitations in GNN-Based Intrusion Detection Systems

Challenge Description / Implications Potential Mitigation Strategies
Computational Overhead High memory and processing demands during graph message

passing and training on large-scale datasets.
Use of sampling-based GNNs (e.g., GraphSAGE,
Cluster-GCN), pruning, and GPU-based paralleliza-
tion.

Dynamic Topology Difficulty in capturing evolving network structures and tem-
poral relationships.

Temporal GNNs, incremental graph updates, and
online learning mechanisms.

Data Imbalance Scarcity of labeled attack samples and dominance of benign
traffic lead to biased training.

Semi-supervised GNNs, anomaly detection via self-
supervised learning, and synthetic minority oversam-
pling.

Lack of Explainability Limited model transparency hinders analyst trust and forensic
interpretability.

Attention-based visual explanations, post-hoc graph
interpretability models, and rule-based hybrids.

Privacy and Adversarial
Risks

Exposure to data leakage, poisoning, or graph perturbation
attacks during training or inference.

Federated GNNs, adversarial training, differential
privacy mechanisms, and secure graph embeddings.

Overall, while GNN-based IDS frameworks demonstrate
state-of-the-art detection accuracy, their practical deployment
faces notable constraints. Addressing computational scala-
bility, ensuring adaptability to dynamic environments, and
improving model transparency are critical to their success.
Future research should focus on integrating federated and
explainable GNN paradigms, developing lightweight real-
time inference mechanisms, and standardizing cross-domain
datasets to enable trustworthy and efficient intrusion detection
in evolving network ecosystems.

VII. FUTURE RESEARCH DIRECTIONS

The evolution of Graph Neural Networks (GNNs) in intru-
sion detection systems (IDS) has opened numerous promising
avenues for future exploration. As the cyber threat land-
scape becomes increasingly dynamic and sophisticated, next-
generation GNN models must emphasize transparency, scal-
ability, and adaptability to real-world environments. This
section delineates several key research directions that can
significantly enhance the robustness and practicality of GNN-
based intrusion detection frameworks.

A. Explainable and Interpretable GNNs

A critical direction for future research lies in improving the
interpretability of GNNs. Despite their impressive predictive
performance, GNNs often function as “black boxes,” making
it challenging for security analysts to understand model deci-
sions. Future studies should focus on integrating explainable
AI (XAI) techniques—such as attention-based node impor-
tance visualization and rule extraction frameworks—to provide
insights into how models detect specific intrusions. Such
interpretability is essential for building trust and facilitating
compliance with regulatory frameworks like GDPR and NIST
standards.

B. Federated and Privacy-Preserving GNN Frameworks

Privacy concerns remain a significant challenge in intrusion
detection, particularly when data are distributed across mul-
tiple organizations. Federated learning-based GNNs can miti-
gate privacy risks by enabling decentralized training without
sharing sensitive raw data. Combining GNNs with privacy-
preserving mechanisms such as differential privacy and ho-
momorphic encryption can lead to secure collaborative IDS

architectures. These frameworks would allow multi-domain
intrusion detection while maintaining strict privacy guarantees.

C. Integration with LLMs and Knowledge Graphs

The fusion of GNNs with Large Language Models (LLMs)
and knowledge graphs presents a novel paradigm for con-
textualized intrusion reasoning. LLMs can extract semantic
information from threat intelligence reports, while GNNs
model structural relations among entities like IPs, ports, and
attack vectors. Future work could develop hybrid architectures
that use LLMs to enhance GNN-based feature embedding and
reasoning, thereby improving the detection of complex multi-
stage attacks and zero-day vulnerabilities.

D. Real-Time and Streaming GNN Adaptations

With the rise of edge computing and 5G networks, real-
time intrusion detection has become imperative. Traditional
GNNs, however, are computationally expensive for streaming
data. Future research should explore incremental learning-
based and temporal GNN variants capable of continuous
adaptation to new network topologies and evolving threats.
Designing lightweight and energy-efficient models optimized
for deployment on IoT and edge devices will also be crucial.

E. Standardized Benchmarks and Datasets

The lack of unified benchmarks and heterogeneous datasets
continues to hinder fair evaluation and reproducibility. Re-
searchers should collaborate to establish standardized pro-
tocols for evaluating GNN-based IDSs across multiple
datasets, including NSL-KDD, CICIDS2017, and UNSW-
NB15. Benchmarking initiatives that incorporate diverse at-
tack types, topological variations, and real-time data streams
will accelerate progress toward generalized, trustworthy IDS
models.

In conclusion, the future of GNN-based intrusion detec-
tion lies in synergizing interpretability, privacy, and real-time
adaptability. These advancements will pave the way for in-
telligent, secure, and trustworthy network defense ecosystems
capable of countering the next generation of cyber threats.

VIII. CONCLUSION

This systematic review has comprehensively examined the
current landscape of Graph Neural Network (GNN)-based
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TABLE VII: Emerging Research Directions for GNN-based Intrusion Detection Systems

Research Direction Description and Potential Impact
Explainable GNNs Enhancing model transparency through interpretable representations, aiding analyst

understanding and compliance.
Federated Learning Enabling collaborative IDS frameworks with privacy preservation across multiple

organizations.
LLM-GNN Integration Combining language understanding and structural reasoning for context-aware threat

detection.
Streaming GNNs Developing real-time, adaptive models for dynamic network environments and edge

computing.
Benchmarking Frameworks Establishing reproducible evaluation protocols and datasets for fair comparison.

approaches for intrusion detection systems (IDS), highlighting
their distinct advantages over traditional machine learning and
deep learning methodologies. The analysis revealed that GNNs
possess a unique capability to model complex, non-Euclidean
relationships inherent in network traffic, enabling more ac-
curate and context-aware detection of cyber intrusions. By
leveraging graph structures, GNNs capture interdependencies
among entities such as hosts, connections, and sessions—thus
enhancing their ability to identify coordinated or stealthy
attacks that conventional models often overlook.

Across benchmark datasets including NSL-KDD, CI-
CIDS2017, and UNSW-NB15, GNN-based models consis-
tently demonstrated superior performance in terms of accuracy,
F1-score, and AUC. Furthermore, their adaptability to dynamic
network topologies and resilience to evolving threats underline
their transformative potential for modern cybersecurity ecosys-
tems. The comparative analysis also underscored that while
traditional IDS frameworks rely heavily on static feature engi-
neering, GNNs dynamically learn hierarchical representations
that better generalize to unseen attack patterns.

However, the study also recognizes persistent challenges
such as computational overhead, explainability, and scalability
in real-world deployment. The integration of explainable AI
mechanisms, privacy-preserving federated learning, and hybrid
GNN architectures with Large Language Models (LLMs) and
knowledge graphs represents promising avenues to address
these gaps. Moreover, the development of standardized bench-
marks and real-time graph processing frameworks will be
critical for ensuring reproducibility and interoperability across
diverse network environments.

In conclusion, GNNs mark a paradigm shift in cybersecurity
research, moving toward intelligent, adaptive, and interpretable
intrusion detection. As future research converges on enhanc-
ing explainability, efficiency, and cross-domain collaboration,
GNN-based IDSs are poised to become the foundation of next-
generation cyber defense systems—capable of autonomously
safeguarding digital infrastructures against increasingly com-
plex and adversarial threats.
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